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About Pix



• Brazilian  instant  payment system 
that  enables its users - people, 
companies and governmental  
entities - to send or to receive 
payment transfers at  any time.



• Created by the Central  Bank of 
Brazil (CBB) in August 2020

• Regulator, manager and overseer



• 24/7

• Mandatory  for  FI and 
authorized  payment 
institutions  > 500k active 
costumers 

• “Free” - but  only for  
individuals  (not  companies)



• Easy to use: Pix Key
• A shortcut for  receiving money 

through  Pix.
• Instead of sharing your full  bank 

account details, you just share your 
Pix key;
⚬ Phone number
⚬ Ema il a ddress
⚬ Ta x ID (CPF/CNPJ)
⚬ Ra ndom Code





Data on pix 



2023 2 0 2 4 2 0 2 5

O C T .  
2 0 2 3 :
~15 6  
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Data on pix 
• Considering  the  number  of  transactions,  Pix is the  most  

widely  used payment  method  by Brazilians  (Dec. 2024) - 
63.8 billions  of  transactions ;

⚬ Brazilians p re fe r to  use  Pix than  m oney (BCB, 2024)
 

⚬ Pix transactions have  exceeded  the  com bined  tota l 
of cred it ca rd , debit card , bole to , TED (wire  
transfe r), p repa id  card , and  check transactions, 
which  am ounted  to  50.8 b illion  (Febraban  and  CBB).

https://portal.febraban.org.br/noticia/4290/pt-br/#:%7E:text=Depois%20do%20Pix%2C%20os%20meios,e%20cheques%20(125%20milh%C3%B5es).
https://www.bcb.gov.br/estatisticas/spbadendos?ano=2024


The Pix “paradox”...
• Pix’s success is due to  be free  of  charge), its 

instantaneity  and 24/7 availability ;

• Pix lowered  market  entry  barriers,  making  it  easier for  
new players  (especially fintechs)  to  join  the  financial  
system.



MULTIPLE BANK
COMMERCIAL 

BANK FINTECHS (PAYMENT INSTITUTIONS)

NUMBER OF FINANCIAL INSTITUTIONS AUTHORIZED BY THE CENTRAL BANK OF 
BRAZIL (BCB) –  2016 TO 2024



The Pix “paradox”...
• This was highly  beneficial  for  financial  inclusion : 

fintechs .
⚬ Ex.: Nubank - he lped  dem ocra tize  access to  

financia l p roducts and  se rvices.

• However, the  sam e advantages and  positive  outcom es 
tha t d rove  Pix’s success have  a lso  given  rise  to  new 
concerns.



Pix: risks and 
cha llenges



• Hacking

• Money  laundering

Pix: risks and challenges



• Hacking

⚬ Da ta  le a ka g e ;
￭ Sin c e  its  in tro d u c tio n , th e re  h a ve  b e e n  

s e ve ra l d a ta  b re a c h e s  in vo lvin g  Pix ke ys ;

• 20 23 ( J a n – De c ) : 8 7.3 th o u s a n d  Pix ke ys  
le a ke d

• 20 24  ( J a n – Se p ) : 125 .8  th o u s a n d  Pix ke ys

Pix: risks and challenges



• Hacking

⚬ Da ta  le a ka g e ;
￭ Sin c e  its  in tro d u c tio n , th e re  h a ve  b e e n  

s e ve ra l d a ta  b re a c h e s  in vo lvin g  Pix 
ke ys ;
• Au s g u s t/ 20 21 -  4 15  th o u s a n d  ke ys

• J u ly/ 20 25  -  4 6 .9  m illio n  e xp o s e d  ke ys  
(d a ta  fro m  ~ 11 m illio n  p e o p le )
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• J u ly/ 20 25  -  4 6 .9  m illio n  e xp o s e d  ke ys  
(d a ta  fro m  ~ 11 m illio n  p e o p le )

Pix: risks and challenges

Central Bank response: 
“No sensitive data were 

exposed, such as passwords, 
transaction details, account 

balances, or any other 
information protected by 

banking secrecy.”



• Hacking

⚬ Da ta  le a ka g e ;
⚬ Ris ks : fra u d s
⚬ J u ly/ 20 24  -  J u n e  20 25  (FBSP, 20 25 ) :

￭ 4 0 .5 % o f re s p o n d e n ts  fro m  c la s s e s  A/ B re p o rte d  
s c a m  a tte m p ts  via  fa ke  c a ll c e n te rs , c o m p a re d  to  
23.4 % fro m  c la s s e s  C/ D/ E. 

￭ 36 .7% fro m  c la s s e s  A/ B e xp e rie n c e d  s c a m s  in vo lvin g  
Pix o r p a ym e n t s lip s , ve rs u s  21.9 % fro m  c la s s e s  
C/ D/ E.

Pix: risks and challenges



• Hacking

⚬ Da ta  le a ka g e ;
⚬ Wh a t a re  th e  ris ks ?

• Th e  d a ta  b y its e lf d o e s  n o t a llo w a c c o u n t m o ve m e n t, b u t it  
c a n  b e  u s e d  to  facilitates  fraud .

• Na m e s , b a n ks , a c c o u n t n u m b e rs  a n d  Pix ke ys  b e c o m e  
va lu a b le  wh e n  combined  with  other  databases  obtained  
illegally , o r wh e n  e xp lo ite d  th ro u g h  s o c ia l- e n g in e e rin g  
te c h n iq u e s  — fake  calls  and  fraudulent  messages  containing  
malicious  links .

Pix: risks and challenges



• Hacking

⚬ Da ta  le a ka g e ;

⚬ Un a u th o rize d  tra n s fe r o f fu n d s :

￭ J u ly/ 20 25 : 

Pix: risks and challenges









~ U$ 4.5 
million dolla rs



• Money  laundering  
⚬ Regulatory  deficiencies : Re g u la tio n  o n  

fin te c h s  versus  fin a n c ia l in s titu tio n s ;

⚬ No  c o n tro l, n o  tra n s p a re n c y

Pix: risks and challenges





• Regulatory  responses :
⚬ September  2025 : fin te c h s  a re  n o w re q u ire d  to  re p o rt th e ir fin a n c ia l 

tra n s a c tio n s , fo llo win g  th e  s a m e  s ta n d a rd s  a p p lie d  to  Pix o p e ra tio n s ;

⚬ Ce n tra l Ba n k’s  in te n tio n : to  h o ld  fin te c h s  ( a n d  fin a n c ia l in s titu tio n s )  
a c c o u n ta b le  wh e n  th e y fa il to  e xe rc is e  d u e  d ilig e n c e  a n d  a llo w th e  
c re a tio n  o f “g h o s t” o r fra u d u le n t a c c o u n ts  ( s o - c a lle d  “la ra n ja ” a c c o u n ts ) ;

⚬ November  2025 : im p le m e n ta tio n  o f th e  Sp e c ia l Re tu rn  Me c h a n is m  (MED) : 
a n  in s tru m e n t c re a te d  b y th e  Ce n tra l Ba n k o f Bra zil th a t a llo ws  u s e rs  to  
re q u e s t th e  re ve rs a l o f s u s p ic io u s  o r fra u d u le n t Pix tra n s a c tio n s  with in  a  
s p e c ific  p e rio d , a im e d  a t m itig a tin g  lo s s e s  a n d  s tre n g th e n in g  c o n s u m e r 
p ro te c tio n .

Pix: risks and challenges



Thank you!

EMAIL: 
PCDUARTE12@GMAIL.COM
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